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Commercial iendsi (Explesien/imploesion)
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SPEcIfic Examples and Lessens LLearned




Commercial Trends
Paradigm Shift (1996)

O Commercial*
B DoD

* Includes
telecommunications

Commercial info from
R& D Ratios and Budgets
Schonfield & Assoc




Commercial Trends
Paradigmi Shift (1999)

O Commercial*
B DoD

* Includes
telecommunications

R& D Ratios and Budg
Schonfield & Assoc




| ssues in Government Use of
Commercial Wireless

ASSUKING access
— Availability: of capacity: When and where needed
— Vulnerability: tor denial off senvice attacks
— Nen-U'S: contrel oif inirastructure
Sememiltan/users have special neeeds
Viehennirasiructure
IN@nEStaneardiSenIces
Enhanced Secunity
Simrersignials Waldae thireat
lAvestment strategy—picking thie marketplace Winmners

Widening chasm hetween Goevernment procurement and
Integration process and commercial development cycles

Potential adversaries have access te same capabilities




Different Waysto “ Use Commercial”

Use commercial service
— Accept limitations

Work wWith Vendors tor create
Special” services

— Address imitations

Precure use ol part of
commercialimirastructure

— GOVEMMENt OpErates
segregated system

BUy cemmercial systems te
pulldrGovernment-owned
Infrastruicture

Use cammercialltechnology:
to build Gevernment-unigue
systems

Commercial Services | Special Services

— =

Commercial Infrastructure

.

Commercial Systems

— =

Commercial Technology




Commercial System Analysis
Capabilities and Limitations

Color hrechures too oiften look alike

® Offered Services

Coverage (satellive; gateways, llicensing)
Velce/data/messaging/paging
Alrlborne SENICEs
MUlti-nmoede senices
® System Operation Details

— [Cink- Margin Infermation

— |nfermatien’ Elow

— Operational limitations




L everaging Commer cial Communications
A Case Stuady and Lessons l_earned




M SS Ar chitectur es

o

IRIDIUM Globalstar
66 LEO satellites 48 LEO satellites

-

ECCO Ellipso
46 LEO satellites 16 MEO satellites




M SS Fundamentals and
Strategic Direction

Nezif tarrn) Javiarzie)irie) of enerefirie) cosfaarelzl SIS iairesiriicii)fe

® Secure glebalhandheld communications
— Voice/Data PatiISsUes
— Signaling Issues
— Gateway Dependence (Coverage)
— Ternrestrial Infrastructure Dependence




Commercial MSS (DOD Use Issues)
Limitations and Susceptibilities

Encryption

— Typel capability (STU-lIFer STE)
Signaling

— Pretection eir Sensitiveruser miermation (UserCecation,

[dentitys etc)

Access

— DIO)B) Eojplifo)]

— [Denialf el SEVICE PIeLECIION
Electronic Intercept

— Protection oifsensiuve C=hand data
Features

— Broadcast Service

— Push-to-Talk Netted Service




Commercial System Analysis
System Selection/Enhancement

System enhancements specific ter architecture
SeIMEe sy stems: can e ennanced maoxe than ethers
EiRite timewindow: fier enhancements

EUREING enanceEmMERt EES noi alWways guarantee SUCCESS
DODISPECIiic enlfancemenis may: have limited liie

Lay Issies




Enhancement I'ssues
Strategy -- Engage Early.

* Modifications &
Enhancements
* DOD Investment

DOD :
Requirements Enhanced

e |dentify . DOD

« Consolidate & Capabilities
« Present :

» Evaluate Capabilities
» EvaluateLimitations
» Assess Threats
1.
DOD/Developer
Partner ship
TIME

_—tt >

System Conception System Deployment
MITRE




Enhancement | ssues
Realization

Not all enhancements achievanie
— Not Afferdable
— |nconsistentwith cemmercial operation
— imewindew: expired
— Senvice provider unwillinefterimplement
IRtermatienal ISSues
— Spectiim
— HNA/LCicensing
Commercialvianili/ s a iactier
Limited DODnfluence
Difficulty infidentifying and estimating leveraging cost
Ne Baseline Specification
— Builds en commercial base
e Volce quality/Data rates,User terminal characteristics
Commercial Proprietary Restrictions

Timing/Schedule




| essons L ear ned

iiracerBenveenrEaryiERtRABEREHtS anerEary ERuR/ARISK

® Pros
— Extensive Leveraging off Cemmercial Inirastruciure
— Unigue Capaniiies
= RaApid Deployment Poieniial

— Commercial Economies; o Scale

e User Equipment
e CallFViimutes

e Cons
— No firm DOD Specification on Commercial Eunctionality

— Risk of System Changes




